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Parent’s Guide to Cyber Safety
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Safe School Sponsors

PHILLIPS Harris County Commissioner’s Court
The Wayne Duddlesten Foundation

Gillson Logenbaugh Foundation

® o«  go

Alan Helfman — Owner of River Oaks Chrysler Sprl nt

Dodge Jeep Ram

QW2 Cruise-Industry Charitable Foundation 1l

Ecas 51011 Livestock
H-E-B TOURNAMENT Sterling-Turner Foundation Q@, ShﬂWaﬂiﬂleen
OF CHAMPIONS
Theta Design Weekend
Asian American Youth Giving Circle The Gordon A. Cain Foundation

Spindletop Charities Whataburger
Spindletop Charities Golf Tournament




Solve and prevent serious crime in
partnership with citizens, media and the
criminal justice system




Solving Arm

1. 713-222-TIPS (8477)
2. Online: www.crime-stoppers.org

3. Mobile App: Download the app today



http://www.crime-stoppers.org/

Prevention Arm

Safe Community Program
 Monthly safety topics
* Events
* Movies
* Presentations




Safe Schools Program

* Established in 1997

* Free program for schools

* Works with all greater Houston area campuses,
including charters and private schools




Internet Facts

* Shared space
* Not private
* Permanent

* Exposure




Social Media




* Snaps
* Streaks

* Score

* Snap map
* My eyes only
=, *Group chats [
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Tik Tok
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Facebook
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News Feed
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Video Chats/Calls




WhatsApp




Group Chats

Houseparty

Facelime

L 2

Group Video Chat

A Houseparty

Robby Gomez
Rose Barrett
Becca Little
Erin Banks
Victoria Soto

Jimmy Jones
Jack Bang
> Min

Google
Hangouts

Vincent Schnelder

Benjamin Alvarado
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Random Chats

HOW OLD ARE YOU? Make Friends
s 0 m e 2 le & Connections

L3 1 8 Talk to strangers!

3

3,050,552 skk [ |

Connecting you to a 19 year old
NEW SNAPCHAT FRIENDS guy from Kuwait.
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Stop Send



Live Streaming

58337

Current Diamornxis

CASH OUT!

What are diamonds?




Dating Apps




Main Stream Dating Apps
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Dating Apps Disguised as Make a Friend Apps
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e Research any unknown apps. There are Parent Guides to
most online apps and games.

* Discuss appropriate usage.

* Limit the number of users and followers that they start off
with, you can then increase slowly.

* Set rules for private messaging.




Adhere to age requirements and/or utilize online help such
as Common Sense Media to determine the best age.

Block and report unwanted users/contacts.

Consider all privacy settings with your child to ensure every
possible action is taken to keep them safe and protected
online.




Online Games
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 Read and understand the game’s rating.

* Limit who they can play with.

* Set expectations for online behavior.
* Discuss emotions

* Protect personal information (use an alias).




Secret Apps

Auto Capture Intruders Photo
e & Location Wi Log Details

= o
PmtgctYourPhotos, Videos & Notes I D S

Select

©i0S 11 Compatible

Options

@ Snapch.. eeeco = 12:01PM 7 @ % 77% M) eee ATAT 7 12:41 AM

; D P
Messages Q Search RS 0 Q(‘

Favorited

Recent

Wassup homie we need to hang out

2 SARAHAH 20m ago

sometimes

> Sarahah.com
You one fine ass mf&s «»

You're hot asf and we used to talk some but

) SARAHAH 21m ago

now you like never answer me back &

> Sarahah.com

you da fam:
You are the finest white boy at our school
) SARAHAH 22m ago
L 4 B
Sarahah.com

You have a vv nice jawline &
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Settings

M Potuck

Apple ID, iCloud, iTunes & App Store

Airplane Mode
Wi-Fi
Bluetooth
Cellular

Personal Hotspot

Notifications
Sounds & Haptics
Do Not Disturb
Screen Time

@ General

How to Spot - Screen Time

3:02v

< Settings Screen Time

SCREEN TIME Today at 3:00 PM

MichPhone

44m

Productivity
12m

Downtime

Schedule time away from the screen

App Limits

Set time limits for apps.

Always Allowed

Choose apps you want at all times

Content & Privacy Restrictions

Block inappropriate content.

Use Screen Time Passcode

Turn Off Screen Time

Clear Usage Data

{ Screen Time Screen Time

MichPhone

SCREEN TIME

Productivity
12m 9m

Longest Session

MOST USED

Productivity
Social Networking
Facebook

Cash

Settings

Last 7 Days

Today at 3:00 PM

{ Screen Time Screen Time

MOST USED

Productivity
Social Networking
Facebook
Cash
Settings
Readhjg & Reference
Slack
Show More

PICKUPS

4 per hour

Picked Up Phone

Rost Pickups Se===mrmmm—m—— |

{ Screen Time Screen Time

PICKUPS

4 per hour

Picked Up Phone

Most Pickups

NOTIFICATIONS

44

T Slack
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Spark
.
Clock
®

@  Calendar
®

Messages

nd 4 per hot




¢ Screen Time Screen Time

MichPhone

SCREEN TIME Today at 3:01 PM

1h 26m

Productivity
1h 4m 1h 4m 1h 3m 3h 56m

Weekly Total

MOST USED

Productivity

Reading & Reference
Messages

Books

Settings

How to Spot - Screen Time

{ Screen Time Screen Time

MOST USED

Productivity

Reading & Reference
Messages

Books

@ Settings

* Photos

Measure

Show More

PICKUPS

89 per day

Picked Up Phone
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{ Screen Time Screen Time
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Books

Settings

Photos

Measure
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Mail
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PICKUPS
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L ]
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Slack
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®

Spark
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How to Spot

eeco0 Sprint LTE 8:56 AM 1 % 67%
€ Settings Battery

Low Power Mode

Low Power Mode temporarily reduces power
consumption until you can fully charge your iPhone.
When this is on, mail fetch, Hey Siri, background app
refresh, automatic downloads, and some visual effects
are reduced or turned off.

Battery Percentage b
Show percentage of battery remaining in the status bar.
BATTERY LIFE SUGGESTIONS

Reduce Brightness

E ERY | E
Last 24 Hours Last 3 Days ]
WhatsApp 29%
u 2.5 hrs on screen - 14 min background ?
Waze )
@ 26 min on screen = 27 min background 20%
SIODEERS Messages o
¢, 7 (W | ‘ 10%
49 min on screen — 1 min background
VsTiTu? ‘ g
r Music 9%

2 min on screen - 53 min background
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How to Spot

*e000 Sprint LTE 8:59 AM 7 % 67% W

Trending

the moron test
mixtiles
telemundo
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kahoot
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Search
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* Discuss chain letters and threats — many kids feel that
harm will come to them if they do not participate.

 They are fads — think of how many have come and gone.
* Discuss currents trends and include lasting consequences.

* Encourage better risks - challenge yourself to try
something new like surfing and video that.




Vulnerability

Friends — If your child is having a difficult time making friends in person it
can be easier to make them online. With a variety of platforms to explore
any topic of interest, the internet exposes your child to the entire world.
Relationships — Many teens are lured online by the promise of a
relationship. Teens are also victimized by current and/or former dating
partners with rumors, inappropriate photos/videos, blackmail, coercion, etc.

Home life — An unstable home and/or history of abuse put teens at high risk
for victimization.
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* Read Terms & Agreements before accepting them and
teach your child to do the same.

* Ensure your child uses the highest privacy setting on all
accounts.

* Remind your child not to accept friend requests from
people they have never met face to face.




Privacy

secc0 Sprint LTE 9:35 AM 1} 62%mm ) print LTE 9:36 AM 7% 61% ®e000 Sprint LTE 9:36 AM
< Options Settings 24 How You Connect
— WHO CAN SEE MY STUFF?
Bl Facebook Friends &% General >
Who can see your future posts?
B3 Contacts 2 Security and Login >

Who can see the people, Pages, and
topics you follow?

‘ = Privacy >
- Who can see your friends list?
Story Settings Timeline and Tagging >
; " Limit the audience for posts you've shared
Edit Profile : G 7 :
(@) Location > with friends of friends or Public?
Change Password g:g Videos and Photos >
WHO CAN CONTACT ME?
Posts You've Liked -] d >
%" Sounds Who can send you friend requests?
Two-Factor Authentication @ Browser >
WHO CAN LOOK ME UP?
Blocked Users Q Blocking >
Who can look you up using the email
Switch to Business Profile @ Language 5 address you provided?
‘ Private Account _ Who can look you up using the Frigi e
Notifications > phone number you provided? )
|
E Text Messaging > Do you want search engines outside of

Cannlhanls +a linl +4a vaiir nrafila2

AN Q o o o B o0 = @
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Filters/Restrictions

* Time restrictions — the times they can go online.

* Set a suitable age for content downloaded such as music.

* |In-app purchases — use caution if your child’s account is
linked to your credit card.

* Browsing the internet — set parameters for what can be
searched online.




Filters/Restrictions

eec00 Sprint LTE 8:57 AM = £ 67% ) ee000 Sprint LTE 8:57 AM 7 £ 67% ) eecco Sprint LTE 8:57 AM 9 % 67% )
£ Settings General £ General Restrictions < General Restrictions
r’s Siri & Dictation _\_J ALLOWED CONTENT:
‘ Restrictions Off : , .
) FaceTime W, Ratings For Jnited States
@) AirDrop W, Music, Podcasts, News & iTunes U Explicit
Date & Time P /
CarPlay W, Movies
Keyboard
TV Shows
Language & Region w iTunes Store L/ Sook
ooks
Dicti .
Ictionary J1  Apple Music Connect ([ ) Kops
(AR iBooks Store L/ Siri
iTunes Wi-Fi Sync !
(&) Podcasts [ ) , : \
VPN Not Connected Wabstes
News v
PRIVACY:
‘ &) Installing Apps [ )
Regulatory Location Services
@ Deleting Apps L/
Contacts
Reset (@) In-App Purchases W,
Calendars

Al 1 MVAIERN AAKITENT: =
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Location Service

* Apple devices — settings -> privacy -> location services
* Android devices — settings -> privacy & safety -> location

*Note: Be mindful of automatic updates, they can reset
your settings without your knowledge

Arcadii

Allison
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Pico Rivera



Location Service

ee000 Sprint LTE 8:56 AM % 67% @ ®e000 Sprint LTE 8:56 AM T % 67%

{ Settings Privacy ¢ Location Services Facebook

ALLOW LOCATION ACCESS
‘ Location Services On
Never v _

While Using the App

¢ Contacts

= Calendars

Always
Reminders

% Photos
Bluetooth Sharing
Microphone
Speech Recognition
Camera
¥ Health
HomekKit
J1  Media & Apple Music

Motion & Fitness
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Monitoring Options

VD TeenSafe

bark
@Litggégg 7 OurPact







Prevention

* Presentations on:

e  Cyber Safety

. Dating

e  Human Trafficking
*  Practice skills
Bully-free school
 Digital citizenship




Prevention

* Discuss healthy and unhealthy relationships with your teen.
Include the topic of boundaries and privacy.

* Itis normal for teens to feel anger or frustration towards
parents but it dangerous to post such emotions online.

* Look for signs of grooming such as gifts, change in dress,
change in maturity, becomes secretive.




General Reminders

 Setagoodexample

 Talk Talk Talk

 Keep dialog and discussion ongoing

* Charge phones/electronics overnight




Remind Your Children

* |tis never their fault!
 Keep telling if needed
 Seek counseling




Report/Block

|\ 4 |
Team Snapcha teamsnapchat g teamsnapchat K
teamenapchat | 123,623 Team Snapchat Team Snapchat
@ Added Me Edit Display Name ) Edit Display Name
r o
D : 0
* . Delete Delete
Q' Add Friends I :
Block ‘ Block
£ ) My Contacts E x
Cancel Cancel

Block User

Report Inappropriate

I ’ Profile doesn't represent a person R

Photo contains nudity @

their fault!
N

/ Scam or Commercial profile @

Other
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To law enforcement: Threats, weapons,
abuse, assaults, stalking, harassment,
extortion

Remember: students are protected at
schools under Title IX




Laws

e Engaging in any sexual contact with a minor who is younger than 14
years old is a felony

e |t is afelony if you are more than 2 years older than a minor who is
17 years or younger and engaging in any sexual contact

e David’s law

e Child Pornography

e Expectation of Privacy

e Threats




Questions?
Concerns?
Comments?
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